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Abstract 

In this deliverable, we will be covering the different subsystems of our project. We will also show 

different design options for the subsystem and explain why we believe the subsystem we chose is 

the best for the project. 
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Introduction   
Our team has been tasked with building a Net-Aware application using Shabodi’s network. 

Based on design criteria we have developed four subsystems that will form a restricted zone 

altering application. Considering the user’s needs, we will implement a system that will provide 

real-time and accurate alters to administration. Our goal is to ensure members of the enterprise 

will not enter administration specified areas. The subsystems include video recognition, card 

access, GPS location, and boundary definition.  

Problem Statement  
Shabodi requires a NetAware application that allows for notification and provides location in the 

event where there’s a UE in a restricted area. The system should also be adaptable and ready for 

use in multiple scenarios.  

Subsystem 1 – Rares: 
Card-access subsystem: Using Shabodi’s Sandbox, we will use a card-access system for our 

application. 

Our hardware requirements will be: 

• Raspberry Pi (4 or 5) 

• HID OMNIKEY 5427ck Gen 2 (card reader that connects via USB with Raspberry Pi) 

• Smart cards or proximity cards compatible with the OMNIKEY reader 

• MicroSD card with Raspberry Pi OS installed 

• Power supply for the Raspberry Pi 

• Wi-Fi setup 
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Table 1: Hardware Requirements for the Card-Access Subsystem 

 Raspberry Pi (4) [16] 

 

HID card-reader 

[17] 

 

HID Prox cards 

[18] 

 

MicroSD card 

[19] 

 
Pros 1. Sustains Python 

script 

2. Community 

support 

3. General Purpose   

4. Input/Output 

(GPIO) pins allow 

interface with 

multiple hardware 

devices. 

5. Multiple 

connectivity options 

1. Compatible with 

HID Global API 

2. USB port 

3. High security 

features 

4. Multiuse 

(though we are 

only going to be 

using it for access 

control). 

1. Compatible with 

our HID card 

reader 

2. Cheap 

1. Compatible 

with Raspberry 

Pi and other 

devices 

2. High 

reputation 

3. Decent 

storage space 

4. High-speed 

class rating 

Cons 1. Too expensive 

2. Considerable size 

(compared to a 

dedicated chip) 

3. Security features 

(unsecure coding 

practices) 

1. Dependency on 

specific card types 

2. Cost 

1. High shipping 

costs 

2. 2-week delivery 

time. 

1. Expensive 

2. Delivery 

period 

 

Our software requirements will be: 

• Raspberry Pi OS 

• Python script (VSCode) 

• HID Global API 

• Shabodi’s Sandbox 

• Database (such as SQLite or MySQL) 

• An operating system (Windows PC) 
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Table 2: Software Requirements for the Card-Access Subsystem 

 Raspberry Pi OS VSCode HID Global API 

Pros 1. Optimized for Raspberry Pi 

2. User-friendly 

3. Free 

1. Extended 

compatibility 

(including Python) 

2. Built-in terminal 

3. Debugging 

Support 

4. Free and open 

source 

1. Compatible with 

our card access 

2. Ease of integration 

with multiple systems 

3. High-security 

platform 

Cons 1. Performance limitations 

2. Learning curve for beginners 

1. Learning curve 

2. Resource intensive 

(might be an issue on 

low-end machines or 

when opening large 

projects) 

 

 

1. Unique to HID 

products 

2. Costly 

 

1. Card reader setup on Raspberry Pi  

Then, we will need to install the required libraries to allow communication between the 

Raspberry Pi and the card reader:

 

We will use Python scripts to allow communication and user identification (UID) retrieval upon 

card swipe. 
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2.  Integration with HID Global API 

What the API allows us to do:  

• Authenticate users based on card UID 

• Save access events (who logged, when and where) 

• Monitor and control access in real-time 

We will need to sign up for the HID Global Developer Portal to obtain the API credentials. This 

process requires payment. 

3. Setup of the Raspberry Pi 

First, we need to install the Raspberry Pi OS. It is free and allows you to connect a Raspberry Pi 

device to a PC. Then, we will need to pair the card reader with our minicomputer. To achieve 

this, we connect it via USB port to our computer and install the necessary packages to permit 

communication with the card reader:  

 

4. Python script to capture card swipe 

For smart card communication, card reader interaction and UID retrieval, we will use the 

PySCARD Python library. We can find examples of Python scripts online and/or with the help of 

AI. 
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5. Authentication and log events with HID Global API 

Upon registering HID Global Developer Portal, we must retrieve an API key or access token 

(under paid license). Then we must use this key in our HTTP headers for authentication when 

requesting information to the API. 

When a card is swiped and the UID is captured, let us send a request to HID Global API to 

associate and retrieve the corresponding information of the user’s details (name, access 

permissions, etc.) Here again, we can find more information about this code online. Here is an 

example:  

 

 

 

 

 

 

 

 

 

6. Logging of access events 

Using Shabodi’s Sandbox, we must create a database containing all user information that will be 

linked using the API to a card UID. We can also use the HID Global API to store event 

information and study or analyze it later. The database format will be the following:  
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7. Display data in NetAware application 

With all this preliminary information, we can now start displaying it on our NetAware 

application. With Shabodi’s Sandbox, we can create a simple platform that illustrates this 

information on a simple front-end dashboard. It should include who accessed which door, the 

timestamp of each access event, and any unauthorized access attempts. 

 

8. Monitor and maintain 

Next, using HID Global API, we can monitor access in real-time and push notifications in the 

event of unauthorized access or system failure. For this, we will need to set up a logging and 

alerting system that can notify customers via text and/or email. We can also upload information 

to the Cloud, to which we will need access. 
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9. In summary 

 

Figure 1: Summary of Subsystem 1 
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Table 3: API Options:  

 libnfc AWS IoT Core HID Global API 

Pros 1. Open source (free) 

2. Operates offline 

1. Provides real-time 

monitoring 

2. Wireless device 

management (with 

Raspberry Pi and 

other devices) 

3. Works well with 

AWS services to 

integrate data into 

Cloud 

1. Works with our 

card reader 

2. Elevated level of 

security 

3. Enterprise-Level 

Features (offers 

features like multi-

site management, 

detailed access 

logging, and 

integration with 

various HID 

products) 

Cons 1. Limitations with 

compatibility (need to 

buy card reader) 

2. Lacks security 

features 

3. Requires more 

development efforts 

1. Requires constant 

internet access, or 

else the system is 

down 

2. Gets pricey 

3. Security is up to us 

to integrate (added 

complexity) 

1. Tied to HID 

ecosystem 

2. Expensive 

3. Limited range of 

compatibility 

4. Complex (designed 

for enterprises) 

 

Given the fact that we have an HID card reader, we will go ahead with the HID Global API. If 

the license is more expensive than our budget, we will pay the difference out of our own pockets, 

and its use will be limited for demonstration purposes exclusively. 
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Evaluation Subsystem 1 
Overall, the main concern about this subsystem is its cost. It will exceed our budget, and we will 

need to accommodate the cost ourselves. Nevertheless, it is a high security diverse and 

expandable platform. The Raspberry Pi can be used to link other subsystems too, such as the 

facial ID that Louis is doing. The card reader has already been provided to us, so there is no 

added cost there. It is manufactured by a reputable company known for its high security and 

accessibility standards. The HID swipe cards are unexpensive and work seamlessly with our card 

reader. Lastly, for our hardware requirements, a micro-SD card is mandatory for Raspberry Pi 

operation. The one we found gives excellent value for the price, offering 256gb of storage for 

$32. 

For our software requirements, we had to choose the API we wanted to use. Although it is not 

free, HID Global API provides a strong interface connection between our card reader and the 

user information we want to retrieve. It offers interesting features such as multi-site 

management, detailed access logging, and integration with various HID products. We can also 

monitor access in real-time and push notifications in the event of unauthorized access or system 

failure. Additionally, the entire system is easy to upgrade. You are free to use more card readers 

in various locations if you desire to do so, you can even use your phone to swipe in front of the 

card reader (not with the one we are using). The system is multi-use and utilitarian in design, it is 

quite easy to swap in-and-out features. The main drawback of the other free APIs is the lack of 

connectivity with our card reader and the poor security encryptions. As for our other software 

requirements, both Raspberry Pi OS and VSCode are free and essential for our system to work. 

Finally, following these steps, we can build a utilitarian, high security and easy to manage 

interface. Though the license to HID Global API is expensive, we can arrange that cost by 

ourselves and still produce a demonstratable product. 
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Subsystem 2 (Facial recognition)– Louis-Philippe:   
Table 4: Hardware for Facial Recognition  

Potential Hardware option when building AI camera 

 Facial Recognition on used 

computer.  

 

Facial recognition on Raspberry Pi 

camera 

Hardware  

 

 
Software  Windows that can run python.  Uses python and has no pre-existing 

software 

Cost  0 (used) 79.99$ before tax 

Advantages  Since I am coding the program on 

this computer, I will not have to 

download it on another device. 

This is also the cheapest option as 

I would not have to spend any 

money.  

Uses python, has a large community 

support and many people have already 

used Raspberry Pi 3 for facial 

recognition. Since the raspberry Pi is 

small it would be a lot more 

representative of a real camera.  

Disadvantages  My computer has better hardware 

than most smart cameras, so it is 

less representative of the real 

application.  

Expensive, could not have enough 

Ram for good facial recognition 

software.  

 

Since our Budget for this project is 25$ we decided to go with the first option of using my 

computer for the software.  

 

 

 

 

 

 

 

 

 



15 
 

   
 

Software   

Table 5: APIs for Facial Recognition 

 OpenCV OpenFace FaceNet 

Advantages  OpenCV is a very 

general API that has a 

lot of online support 

for building 

applications.  

OpenFace is more 

accurate than 

OpenCV but lacks 

online support when 

it comes to coding the 

API.  

FaceNet was 

developed by 

researchers at Google 

and is the most 

accurate and complex 

of all the other API’s 

and has a moderate 

amount of support 

online.  

Disadvantages  Since OpenCV is the 

most general out of 

all the APIs it makes 

it less accurate when 

it comes to detection 

and recognition.  

Since it does not have 

a strong online 

community, and it is 

more complex, it 

makes it hard to 

implement in a 

student project.  

Since the API is the 

most complex it 

makes it hard to work 

with, especially for 

someone who is new 

to coding.  

 

This system will use OpenCV API for this because it has a lot of support online and it is easy to 

find resources for creating a face recognition program. It is important to our group that we have a 

functioning product on design day, but we are all new to coding in python. Working with more 

complex APIs would take too much time to develop before design day. In addition, one of the 

criteria of our system is it must be adaptable and OpenCV has other functions that can be 

implemented or removed depending on the client.  
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Figure 2: Face Recognition System 

 

Evaluation Subsystem 2 
In Subsystem 2, we will code a face recognition system coded on python using OpenCV. When 

the program does not recognize someone, it will send a notification to whoever the client wants 

to.  

Subsystem 3 – Emma  
Both systems will leverage the same location API. The location API will decide if a phone 

number tracking or Global Positioning System (GPS) would be functional options. To note is 

that APIs will determine accuracy of location.  
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Table 6: Location Tracking APIs 

 Google 

Geolocation [2] 

HERE [3] OpenLayers [4] Distancematrix [5] 

Pros 1. It has the 

most developed 

map, multiple 

features beyond 

longitude and 

latitude, ex: 

route tracking.  

2. Can be 

modified to 

work indoors 

and outdoors.  

1. Works indoors 

and outdoors. 

2. Can build 

interactive maps.  

3. Can return 

longitude and 

latitude. 

4. Can create maps 

for autonomous 

vehicles  

1. Location update 

time can be 

modified.  

2. Can return the 

longitude and 

latitude of the 

device.  

1. It has developed 

maps, comparable to 

Google 

2. Can return to 

longitude and 

latitude of locations 

3. Variety of 

language options to 

receive information 

Cons  1. Only updates 

if the location 

has significantly 

changed or after 

a few minutes. 

[1] 

1. Code built for 

JavaScript (would 

need to be 

bridged). 

 

1. Code built for 

JavaScript (would 

need to be bridged). 

Works best outdoors 

only 

1. Mostly used for 

routes, and best 

suited for addresses.  

Cost 1. Depending on 

the number of 

alerts the price 

can increase. 

1. Depending on 

the number of 

alerts the price can 

increase.  

1. Open source – no 

additional cost. 

 

1. Low cost, where 

pricing is scalable.  
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Option 1 
Figure 3: Phone Number-Based System 

  

This system uses the staff members' phone numbers to track where they are within an enterprise's 

given boundary. It relies on open networks to gather information. The NetAware application will 

leverage an API to gather information based on location and then send it to the administration. 

The location of the phone may not be accurate. If the cellular device enters a restricted area the 

administration will be notified of the staff members' name and location. The notification will 

provide a visual and audible alert to ensure recognition.  
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Option 2 
Figure 4: GPS Based System 

 

This system will use a GPS tracking device to gather information. Once the information has been 

received by the NetAware application, a location API will process the location and route of the 

device. If the device enters a restricted area a notification will be sent to administration. The 

notification will provide a visual and audible alert to ensure recognition 
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Table 7: Evaluation of Hardware 

 Phone Raspberry Pi GPS System 

 
 

 
Pros 1. Accessible since 

everyone uses a phone 

for communication.  

2. Provide accurate 

location.  

3. Would be indoors 

and outdoors.  

1. Supports python 

2. Preforms well in 

multiple use cases  

3. Can simulate many 

different subsystems. 

4. Accessible since it 

is used in another 

subsystem 

1. Works well on 

vehicle tracking.  

2. Optimal for 

outdoor use.  

Cons 1. It would rely on 

phone battery.  

2. Must be provided 

by the employer to 

have correct tracking 

application installed. 

3. Does not rely on a 

private network 

1. May not be as 

accurate as phone or 

GPS. 

2. Bulky item – not 

representative of how 

an enterprise would 

leverage these 

features 

1. Code depends on 

the device.  

2. Not suitable for 

indoor use.  

 

When comparing between the options in subsystem design and hardware necessities. The best 

subsystem choice would be to use the (API) with phone tracking. Since the phone is already 

available to us, removing any aspect of cost. The (API) will be able to provide the most accurate 

map available, and the phone will provide adequate location accuracy. When this information is 

coupled with a notification API, the administration will have real-time alerts of unauthorized 

entrance events.  

Requirements:  

- Cellular Phone 

- Python script (VSCode) 

- Geolocation API 

- Shabodi’s Sandbox 

- Database (Enterprise Directory) 

- An operating system  
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Subsystem 4: Boundary Definition - Rares and Emma 
A significant portion of restricted zone alerting is being able to define boundaries. The 

administration needs to be able to fluidly define the permittable and non-permittable zones. 

Certain APIs offer diverse ways to define an area.  

Option 1: MapsPeople  

This application utilizes many of their internal APIs to create 3D maps of buildings, roads, and 

rooms. Targeted towards enterprises being able to label locations and update information as 

needed. [8] 

Figure 4: MapsPeople Labeling Location Example 
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Option 2: OpenCage API  

This API allows users to define a radius of acceptable zoning. It leverages a map-based system, 

which allows us to see beyond the enterprises' borders. 

Figure 5: OpenCage map (where the red zone is the authorized/unauthorized zone) 

 

Table 8: Comparisons Between Options 

 MapsPeople OpenCage 

Pros 1. Can map indoor and 

outdoor areas 

2. User friendly  

3. Clear visuals  

 

1. Supports python 

2. Able to redefine 

areas 

3. Useful for 

restricting areas 

external to the 

enterprise. 

Cons An application and not 

API, can restrict the 

ability to modify for 

different enterprises 

Not as accurate or as 

clear as MapsPeople 

 

Cost High Cost Lower cost, has free 

trial options  

 

Due to budgeting restrictions implementing the OpenCage API will be the best choice for this 

project. The enterprises will be able to implement the restricted zones and change them if 

necessary. The boundaries will guide the rest of the subsystems, allowing for real-time 

notification of unauthorized entrance into space. OpenCage API can also be modified to include 

other systems (at a cost) to improve map accuracy and tailor the functionality to the enterprise's 

needs.  
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Subsystem 5: Notification system – Louis-Philippe and Emma 
Figure 6: Notification Block Diagram 
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Table 9: Notification APIs 

 Pushbullet Pushover.net 

 

NotificationAPI.com 

[9] 

Pros Push bullet uses 

encryption and is 

easy to use on 

python.  

 

Can send up to 

10,000 notifications 

per month, which 

should be the reason 

for most companies 

can send up to 10,000 

notifications, the API 

is simple so it should 

be easier to integrate 

with aps. 

Cons  Limited free plan can 

only get 500 

notifications a month.  

Cost 5$ which is a lot 

for our team's budget 

of 25$, has less 

multiplatform 

capability than 

Pushbullet  

Less online support 

compared to 

pushbullet and 

Pushover.net.  

Cost Free  5$ per month Free 

 

Subsystem 5 will be using a notification API (notificationapi.com) to send out an email, SMS, or 

another alert type to notify whomever the client wants. We will be using notification API 

because even though it has less community behind it, its simple nature might come in handy 

when working with Shabodi sandbox.  

Evaluation Subsystem 5 
Subsystem 5 does not require any hardware as it entirely relies on other API’s and Shabodi’s 

sandbox. Since the system is already complex enough, we chose NotificationAPI.com to send 

out notifications to alert users when people are going to restricted areas. NotificationAPI will 

allow us to send visual alerts to the administrator.  
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Evaluation:  

The final solution will leverage all subsystems to give the most information to administration as 

possible. The basis of the restricted zone alerting system will be the boundary definition, GPS 

tracking, and notifications. These Three subsystems will allow the administration to have the 

essential information needed to track unauthorized access. In addition, card access and face 

recognition will provide the administration with extra security when needed. Which can help 

improve security and alert detection.  

From subsystem 4 we can get the outline of the process: 

 

For the notification subsystem we will use notificationapi.com For GPS tracking we will use 

Google Geolocation API with boundary definition by OpenCage since it is open source. The 

three previous subsystems will allow us to use card access and facial recognition. For card access 

we will use HID Global API for facial recognition, we will use OpenCV as it is the easiest to use 

and has the biggest online community.  

Conclusion: 

We have gathered the necessary information from brainstorming to choose a system that will be 

beneficial for any enterprise’s needs. While making our choices we considered all aspects of our 

gathered information. We tried to choose the options that were the most accessible and which 

allow for future development. The subsystems presented can work together in multiple ways. For 

our next steps we will focus on integrating our ideas using Shabodi’s sandbox and their 

developer tools.  
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